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R2(config)# ip nat inside source
R2(config)# interface s0/0/0
R2(config-if)# ip nat inside
R2(config)# interface s@/0/1
R2(config-if)# ip nat outside

from INSIDE:
R2# show ip nat translations

Pro Inside global Inside local
icmp 64.100.50.1:1 172.16.16.
--- 64.100.50.1 172.16.16.

always there

from OUTSIDE: PC -> ping 64.100.50.1

Server -> ping 64.100.100.1

static 172.16.16.1 64.100.50.1

Outside local Outside global
64.100.100.1:1 64.100.100.1:1
1 I I

1:1
<- the static entry:

<- reaches the server. static works BOTH ways
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R2(config)# ip nat pool NAT_POOL
R2(config)# access-list 1 permit
R2(config)# ip nat inside source
(+ ip nat inside / outside)

3 PCs ping out:
icmp 209.165.200.226:5
icmp 209.165.200.227:3

pool of 3, 4th PC:
R2# show ip nat statistics
Hits: 28 Misses: 4

R2# clear ip nat translation *

172.16.
172.16.
icmp 209.165.200.228:9 172.16.

ping fails

209.165.200.226 209.165.200.240 netmask 255.255.255.224
172.16.0.0 0.0.255.255
list 1 pool NAT_POOL

10.10:5
10.11:3
20.10:9

<- each PC gets its OWN public address

<- misses = no free address
<- frees them

.325w2 |Nnon |n'on = DINDAY TV — 2WNN 909 NMI2'Y N2IND

1/6



(NAT %y) NAT-7 muow wiow :77avn

D'ONID ,NNKX N2IND :(6.6.7) —323H%w .3

R1(config)# access-list 1 permit 172.16.0.0 0.0.255.255
R1(config)# ip nat inside source list 1 interface s0/1/0 overload
(+ ip nat inside / outside)

3 PCs browse:

tcp 209.165.201.2:1025 172.16.10.10:1025 64.100.50.10:80 64.100.50.10:80

tcp 209.165.201.2:1026 172.16.10.11:1025 64.100.50.10:80 64.100.50.10:80 <- same
inside global,

tcp 209.165.201.2:1027 172.16.20.10:1025 64.100.50.10:80 64.100.50.10:80 different
PORTS

PAT with a pool (part 2 of the activity):
R1(config)# ip nat pool PAT_POOL 209.165.201.3 209.165.201.4 netmask 255.255.255.252
R1(config)# ip nat inside source list 1 pool PAT_POOL overload

.NNTNY NNBNN NIN LD .1026-1 1025 N¥PN 2NN — (1025) 2PN VIS ININ DY D'AVWNN Y

(no ip nat outside] — NPIATNN 4

R1(config-if)# no ip nat outside <- everything stops
R1# show ip nat translations <- empty (or stale)
R1# show ip nat statistics

Total translations: ©

Outside Interfaces: <- EMPTY. this is the diagnosis
Inside Interfaces: GigabitEtherneto/0/1
R1(config-if)# ip nat outside <- fixed
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NPITAN - (pat) - 'NI'T - 'OVO :nar) — 19 NTAVD — ATI2Y T

.DIAANN NIND2L WIKY S INNWN NN + 100%-2 NIMY'YD WIDY :n1onn

pbwinw 25w 55 nno —1Hnn
?721Y — [inside globall-J yYIN2n (pmMyn) — D'192D 0L 6.4.5 [

[ Completion]| [translations |




(NAT %y) NAT-7 muow wiow :77avn

misses| — [statistics|?ping] — 'V'21 2WNDN .(IP'NYN) - D'2WNN 3.'N1'7:6.5.6 [

[Completion] [clear].
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[Completion]
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N1YN D2 Nnp — --- DY MY | Static Entry N'0LO NNIYN
N'22 MW — TNXR V119 'VLD | Port Forwarding 011D NN2YN
npnynd

O1IpPin 1D02

245 TInY - Configure Dynamic NAT — ENSA 6.5.2 -
240 TINY - Configure Static NAT — ENSA 6.4.2 «
232 TINY - Dynamic NAT — ENSA 6.2.2 -

DN'N TI2VIW D'X¥2P
6.4.5 Packet Tracer - Configure Static NAT.pka °
6.4.5 Packet Tracer - Configure Static NAT.docx ¢
6.5.6 Packet Tracer - Configure Dynamic NAT.pka ¢
6.5.6 Packet Tracer - Configure Dynamic NAT.docx ¢
6.6.7 Packet Tracer - Configure PAT.pka ¢
6.6.7 Packet Tracer - Configure PAT.docx ¢
Cisco - NAT.docx »
6.8.1 Packet Tracer - Configure NAT for IPv4.pka «
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6.8.2 Lab - Configure NAT for IPv4 - ILM.docx ¢
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